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November 16, 2016

[bookmark: _GoBack]Dear Zorrik Voldman/ Jim Min,

Congratulations on the completion of your certification with Global Payments!
This letter is to advise that Global Payments U.S. Certification Group has completed validation of the POS application and, if applicable, supporting End-2-End (E2E) infrastructure. This certification has validated the POS solution meets Global Payments’ interface, testing, and EMV Level 3 (Brand) certification requirements. Full details of the certification are provided in the Appendix contained within this document. 
This certification does not imply in any manner that such hardware and software are supported by Global Payments with regard to functionality or application design. Nor does this letter validate compliance to Payment Card Industry Data Security Standards (PCIDSS) or Payment Application Data Security Standards (PADSS). Validating your compliance to PCDSS and PADSS is a separate process that requires use of an independent audit using a Brand/Network certified Qualified Security Assessor (QSA). Interchange fee qualifications may vary dependent upon the merchant’s processing requirements; therefore, Global Payments shall have no liability in the event this application does not qualify for the lowest interchange fee of any payment system.
This certification applies only to the hardware and software used at the time of certification testing. Global Payments requires notification of modification or change to the POS solution in order to assess any re-certification requirements. Prior to releasing a modified solution to the marketplace, please contact cert.questions@globalpay.com. 
To complete the certification, please sign this letter, scan and send by email to cert.questions@globalpay.com or fax it to my attention at 770.829.8304. If you have questions, please do not hesitate to contact me at cert.questions@globalpay.com. 

Vendor Signature:  							  Date:  			
Best Regards,
[image: ]
Product Development – Product Analyst
Global Payments Inc.


Appendix A
	Global Payments Interface
	

	Global Payments Interface Specification(s)
	Greenhouse South Authorization Platform Online Message Specifications v. 2015.001

	BTT Version
	UL 5.1.1

	GSTP Project
	911 Software 

	POS Overview
	

	Hardware
	Ingenico iPP320

	EMVCo Level 1 & Exp Date
	Contact: 12348 0210 400 20 FIM (2/2/2018)
Contactless: TLOA-INGE151001-151109(a)  (10/30/2018)

	EMVCo Level 2 & Exp Date
	Contact: 2-02779-1-1C-UTS-0314-4.3.c (02/28/2017)
Contactless: 10485 1015 231 231b 231a CEM (10/02/2019)

	MasterCard TQM & Exp Date
	Contact: TQM0019/09 (9/6/2017)
Contactless: TQM0563/03 (9/6/2017)

	PCI-PTS & Exp Date
	4-20184 (4/30/2020)

	POS Application (Name & Version)
	Cloud9 Payment Gateway v1.1

	Term Type
	C1D  EMV term type =22

	Market(s) / Industry
	Retail, Restaurant, EMV

	Communication Method(s)
	SSL

	Message Format(s)
	Text

	Settlement Method(s)
	Terminal Batch Settlement Upload

	Payment Gateway (Name & Version)
	Cloud9 Payment Gateway v1.1

	Middleware (Name & Version)
	

	Hardware (Manufacturer Name & Version)
	Ingenico iPP320

	“As Tested In”
	

	EMV Kernel
	EMVDC Version 4.67

	OS Application Details
	

	Entry Methods / Transaction Input
	Swiped, Keyed, Contact and Contactless

	Card Types Validated
	Contact EMV:  Visa, MasterCard, American Express, Discover, Diners, JCB, CUP

Contactless EMV:  Visa, MasterCard, American Express, Discover, Diners, JCB

Swiped MSR:  Visa, MasterCard, American Express, Discover, China Union Pay, Diners, JCB

Contactless:  n/a

Keyed Card Present:  Visa, MasterCard, American Express, Discover, China Union Pay, Diners, JCB
Keyed Card Not Present: 

	Transaction Types Validated 
	Contact / Contactless EMV:  Full Reversal, Partial Auth Purchase,  Pay at the Table Purchase, Purchase, Device Type Capture (EMV mode), Fall Back

Swiped MSR:  Cash Benefit Purchase, Cash Benefits Purchase w/Cashback, Commercial Card Force, Commercial Card Purchase, Commercial Card Pre-Auth/Pre-Auth Completion, Commercial Card Return, Commerical Card Purchase &Full Reversal, Contactless Purchase, Debit Purchase, Debit Purchase w/Cashback, Debit Return, Force, Full Reversal, Food Stamp Purchase, Food Stamp Return, Food Stamp Voucher Clear Purchase, Force, Full Reversal, Override,  Partial Auth Purchase, Partial Auth Remaining Balance Purchase, Partial Auth Full Reversal, Pre-Auth/Pre-Auth Completion , Purchase, Purchase Adjustment Return, Void

Keyed Card Present:, Commercial Card Adjustment Purchase, Commercial Card Force, Commercial Card Purchase, Commercial Card Pre-Authorization/Pre-Authorization Completion, Commercial Card Return, Force, Full Reversal, Override, Partial Auth-Pre-Authorization/Pre-Authorization Completion, Partial Auth Purchase, Partial Auth Remaining Balance Purchase, Partial Auth Full Reversal,  Purchase, Return, Void

Keyed Card Not Present:  CNP

	Cardholder Verification Methods (CVMs)
	 American Express:  Plaintext PIN, Online Enciphered PIN, Signature, Offline Enciphered PIN, No CVM
Discover:  Plaintext PIN, Online Enciphered PIN, Signature, Offline Enciphered PIN, No CVM
MasterCard:  Plaintext PIN, Online Enciphered PIN, Signature, Offline Enciphered PIN, No CVM
Visa: Plaintext PIN, Online Enciphered PIN, Signature, Offline Enciphered PIN, No CVM
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